Abstract-Accurate estimation of the confidence of an indoor localization system is crucial for a number of applications including crowd-sensing applications, map-matching services, and probabilistic location fusion techniques; all of which lead to an enhanced user experience. Current approaches for quantifying the output accuracy of a localization system in real-time either do not provide a distance metric, require an extensive training process, and/or are tailored to a specific localization system.
I. INTRODUCTION
The recent advances in wireless technologies, automatic indoor floorplan construction [1] - [4] , and the wide-spread use of sensor-rich smart phones have sparked research in different indoor localization systems [5] - [23] . Such systems can achieve meter-level accuracy with minimal calibration overhead. Usually, a localization system is experimentally tested offline to quantify its performance against ground truth data. While this may be useful for validating the typical error of the localization system, it does not help end users understand the real-time error in their estimated location. Therefore, a real-time confidence measure in the predicted locations would enhance the system usability from end users' perspective. This confidence measure is usually represented as a circle of ambiguity whose center is the estimated user location and radius is the confidence of the estimation (Figure 1) . Such confidence estimation is crucial to enhance the performance of a growing number of applications including crowd-sensing applications [24] , map-matching services [25] , [26] , and probabilistic location fusion techniques [27] . In addition, it helps users make better use of the provided services [28] .
To address the error estimation problem, a number of techniques have been proposed in literature [28] - [30] , [30] - [32] . These systems, however, do not provide the estimated confidence as distance, provide a static/constant measure of error, require an extensive calibration process to provide the estimated confidence (which does not scale to large areas and whose accuracy degrades with the continuously varying dynamics of the indoor environment) and/or are tailored to specific localization systems. In addition, current systems only quantify the accuracy of the estimated confidence based on the difference between the estimated confidence radius and actual location, which does not capture all aspects of a good confidence measure, e.g. over estimation or under estimation of the estimated confidence.
In this paper, we propose a zero-calibration accurate realtime CONfidence Estimation (CONE) technique for indoor localization systems in the dynamically changing indoor environments. Our proposed method builds on a sound theoretical model for error estimation that can achieve tight error estimates in practical deployment scenarios and works with any localization system. We derive our analytical model and show how different error bounds can be achieved based on the required confidence in the user location. We also introduce a new metric for evaluating confidence estimation techniques that can better quantify the system accuracy.
Evaluation of the proposed technique on Android phones in a typical testbed using the iBeacons BLE technology with a side-by-side comparison with traditional confidence estimation techniques shows that CONE can achieve a median absolute error difference accuracy of 2.7m while localizing the user within the confidence circle more than 80% of the time. Compared to a state-of-the-art confidence estimation technique that is tailored to the specific localization system in use, CONE provides significantly tighter bounds on the estimated confidence without requiring any information from the localization system nor any calibration overhead.
In summary, our contribution in this paper is three-fold: 1) We present a theoretical model for estimating the confidence in the estimated user location that can provide different estimation granularities based on the required user-defined confidence. The proposed model does not require any collection of training data and can be added to any location estimation system with no modifications. 2) We propose a novel metric for evaluating confidence estimating systems that can provide fine-grained quantification of the estimated confidence. 3) We implement the proposed confidence estimation system on Android phones and evaluate its performance in a typical indoor environment with a side-by-side comparison with a state-of-the-art system. The rest of the paper is organized as follows: Sections II and III present our proposed confidence estimation method and the new evaluation metric. Section IV evaluates the CONE system. Finally, sections V and VI discuss related work and conclude the paper respectively. Figure 2 shows the basic system operation. CONE can be integrated with any of the current indoor location determination systems without modifications. It combines the estimated location with the required confidence level to estimate the radius of the ambiguity circle, i.e. the circle within which the device is located with the required confidence.
II. LOCATION CONFIDENCE ESTIMATION
The basic idea CONE builds on is simple: if the tracked device is not moving, then the higher the variance of the estimated location over time the lower the confidence in its location. In the rest of this section, we provide theoretical analysis to justify this intuition as well as quantify the distance error as a function of the required confidence.
A. Confidence Radius Estimation
Without loss of generality, we assume that the tracked device is located in 2D. Let p a represent the unknown (deterministic) actual user location and P e be the random variable corresponding to the estimated user location. Let D e be a random variable that represents the distance error in the estimated location. Therefore, D e = P e − p a . We assume that D e follows a normal distribution with mean µ e and variance σ 2 e . That is, D e ∼ N (µ e , σ e ). This assumption has been verified in our testbed with reasonable accuracy.
Therefore, given a list of the last estimated w locations (L = {l 1 , l 2 , ..., l w }), CONE estimates the parameters of D e based on Algorithm 1. In particular, the first step is to estimate the center of mass (l) of the set L. This center of mass should converge to the actual user location as w → ∞. Then, the distance error (d i ) from each location l i to the tol is calculated. 
Algorithm 1 CONE Confidence Radius Estimation Algorithm
Finally, the mean and variance of D e are estimated as:
Once the parameters of D e are estimated, the required confidence radius (r) is estimated based on required confidence level (100α%) using the quantile function:
B. Discussion CONE can be integrated with any of the current localization systems as it depends only on the estimated location, without the need for any calibration data.
Since the parameters of the distance error distribution are calculated based on the estimated location, the higher the variance in the estimated location, the higher the variance in the estimated error distance, and hence the higher the estimated confidence radius. This fits our initial intuition.
Similarly, when the user is mobile, the estimated location will be changing frequently, leading to a higher variance and hence to a higher confidence radius. This is intuitive as the user should expect higher ambiguity during movement. Once the person stops moving, her position estimation stabilizes, leading to a reduced confidence radius. Apart from the required confidence level parameter (α), which is specified by the user, CONE depends on only one parameter: the window size (w) of the last estimated locations. The dependence on only one system parameter makes CONE robust to different operation environments. We quantify the effect of w on performance in the evaluation section.
III. CONFIDENCE EVALUATION METRICS
To evaluate the performance of confidence estimation techniques, the absolute error difference (AED) has been the only metric usually used in literature [28] , [30] , [32] . The absolute error difference is estimated as the absolute difference between the actual localization error and the estimated error. Although AED is a good metric, it fails to capture other important performance aspects of confidence estimation techniques. In particular, it is important to quantify how a system overestimates and underestimates the localization system accuracy as depicted in Figure 1 . Note that there is a natural tradeoff between the two aspects: reducing the underestimation error will increase the overestimation error and vice versa. A perfect confidence estimation technique should reduce both to zero, i.e. makes the actual error equal to the estimated error.
To capture these two aspects, we propose to use the signed error difference (SED) metric. Specifically, SED is estimated as:
Hence, a positive SED indicates that the confidence estimation system overestimates the localization system accuracy and that the actual location is outside the predicted confidence circle (Figure 1b) . On the other hand, a negative SED indicates that the user's actual location is inside the predicted confidence circle, underestimating the system accuracy (Figure 1a ).
IV. PERFORMANCE EVALUATION
In this section, we evaluate the performance of CONE in a typical indoor environment. We start by describing the experimental testbed followed by evaluating the effect of the window size parameter on performance. We finally compare the performance to a typical confidence estimation technique that is tailored to the used localization system.
A. Experimental Testbed
Our system was evaluated in the second floor of our campus building (Figure 3) . The floor dimensions are 26m by 17m covering corridors, offices, labs, and classrooms. The ceiling height is about 3m.
Our experiments involved the iBeacons technology. Ten Kontact iBeacons were installed throughout the floor as shown in Figure 3 with an average density of one beacon every 44m
2 . All beacons are installed at the same height of 2.7m.
For evaluating the accuracy of the system, ground truth data was collected using a Samsung Galaxy S5 Android phone. Test points were collected on a uniform grid with a 1m spacing. At each test point, beacons were scanned for 60 seconds in each of the four directions: north, east, south, and west, for a total of four minutes at each point. The used localization system is the IncVoronoi calibrationfree RF localization system [33] , [34] that exploits constraints based on the mutual Received Signal Strength(RSS) relation between each pair of installed RF transmitters to estimate the user's location. To reduce the computational overhead, IncVoronoi discretizes the area of interest into a grid and then estimates location based on the the top k candidate grid points. Figure 4 shows the effect of changing the window size of the last estimated locations (parameter w) on performance. The figure shows that increasing the window size leads to enhancing the two metrics due to the better estimation of the variance. However, this increases the latency of the estimation process. A value of w = 8 balances the two factors.
B. Effect of the Window Size Parameter on Performance

C. Comparison with Other Systems
In this section, we compare CONE to a grid point (GP) based confidence estimation system tailored to the used localization system (we call it "GP-Tailored") for different user-specified desired confidence levels. Specifically, since the IncVoronoi localization system [33] , [34] discretizes the area of interest into a grid and then estimates location as a function of the top candidate grid points; in the baseline (GP) technique, the radius of the circle is estimated proportionally to the distance between the estimated user location and the furthest grid point within the top k candidate grid points. Figures 5 and 6 show the absolute and signed distance error CDFs respectively. Table I summarizes the results. A number of interesting results are revealed by the figures: First, for the signed distance error metric, there is a natural tradeoff between underestimating and overestimating the actual system error for the two techniques. The best technique is the closest to the line x = 0, reflecting the least negative and positive error.
Second, the two metrics reflect different aspects of the performance of the confidence estimation technique: for example, for CONE, setting the ambiguity radius to one σ (α = 68%) gives the best absolute error difference (Figure 5a ) while setting the radius to two σ ′ s (α = 95%) gives the highest probability of estimated points inside the confidence circle (80% as in Figure 6a) . Therefore, the designer should take into consideration the different metrics, as opposed to the absolute error metric only -typically used in literature, when making her decision.
Finally, CONE follows the theoretical limit trend with increasing σ and provides significantly better results for the two metrics. In particular, CONE can estimate the user's actual error with a median absolute error difference less than 2.7m while estimating the user location within the confidence circle more than 80% of the time (α = 95%). Therefore, it is more rigorous compared to the grid-based method. In addition, unlike the GP-tailored method, it does not require any information related to the internal working of the used localization system.
V. RELATED WORK
Recently, researchers have proposed confidence estimation techniques for the different localization systems to improve the usability of their location predictions, e.g. GPS [29] , [30] , GNSS [31] and fingerprinting-based localization techniques [28] , [30] , [32] .
Confidence estimation for the GPS is typically derived from the geometric dilution of precision, especially the horizontal dilution of precision (HDOP) [29] - [31] . The HDOP, however does not provide a measure of error in meters but rather a scaling factor based on the geometry of the visible satellites. An HDOP value of three or less indicates good satellite geometry and a relatively accurate location estimate [32] . To obtain a confidence measure in meters, in [29] and [31] authors analyze the error characteristics of GPS/GNSS localization systems and build an error model to estimate the localization error.
For indoor localization, confidence estimation techniques typically try to leverage their war-driving/training data to estimate an accuracy measure along with the predicted location. For example, in [32] authors proposed to maintain a database of locations and their corresponding measured error to estimate the fingerprinting-based systems' accuracy. Such a database is built off-line by running the localization system on a set of measurements with known actual locations and recording the predicted locations and their associated error in the database. Similarly, in [28] , authors proposed to use the leave-one out method, instead of having separate traces to estimate the error and proposed other techniques to estimate the confidence including fingerprints clustering and signal strength variation.
In comparison to these fingerprinting-based and GPS and GNSS localization systems, CONE depends on the estimated location only, without requiring any internal information from the localization systems or extensive calibration, which may change over time affecting the confidence estimation system accuracy. This allows it to work with any location determina- tion system under the dynamically changing indoor environment.
VI. CONCLUSION
We presented the design, implementation, and evaluation of CONE, an accurate fingerprint-less confidence estimation technique for indoor localization systems. CONE works only on the estimated location to quantify the accuracy of the system, and hence can work with any localization system. We derived the accuracy bound as a function of the user desired confidence level as well as proposed a new signed distance error metric that can capture different performance aspects of confidence estimation systems than the traditional absolute distance error metric.
Evaluation of CONE in a typical testbed using the iBeacons technology shows that it can achieve a median distance error of less than 2.7m while estimating the user location within the confidence circle more than 80% of the time. This is better than a traditional state-of-the-art confidence estimation technique that is tailored to the localization system in use. In addition, CONE does not require any internal information about the performance of the localization system nor any calibration overhead.
Currently, we are expanding CONE in different directions including evaluation on other testbeds, integration with other localization systems, deriving a hybrid evaluation metric, among others.
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